UNCLASSIFIED

U.S. Federal Cybersecurity Operations Team
National Roles and Responsibilities”

recovery from cyber incidents jurisdiction

* Coordinate cyber threat investigations

Investigate, attribute, disrupt and Coordinate the national protection, Defend the nation from attack
8 prosecute cyber crimes prevention, mitigation of, and  Gather foreign cyber threat intelligence
= * Lead domestic national security recovery from cyber incidents and determine attribution
= operations * Disseminate domestic cyber threat and  + Secure national security and military
= * Conduct domestic collection, analysis, <c_:m_.m_u___.ﬁ< m:m.w_ﬁ_m systems
@ and dissemination of cyber threat * Protect critical infrastructure * Support the national protection,
nmm intelligence * Secure federal civilian systems prevention, mitigation of, and recovery
= « Support the national protection, * Investigate cyber crimes under DHS's from cyber incidents X
& prevention, mitigation of, and jurisdiction * Investigate cyber crimes under military
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